DHS Issues Smartphone Advisory  06-21-10
The Department of Homeland Security (DHS) issued the attached advisory this week regarding hackers targeting advanced cell phones.  DHS found the risk to telecommunications infrastructure from malicious software on smartphones is low, but is likely to rise as the number of these devices equipped with increasingly sophisticated functionality grows.

DHS advises compnaies to mitigate risks of malicious software infecting their employees’ smartphones by observing security practices similar to those used to protect online computers.

US-CERT has published two Security Tips, “Defending Cell Phones and PDAs Against Attack” and “Cybersecurity for Electronic Devices,” providing recommendations for protecting smartphones against attacks. These include:

· Do not leave devices unattended in public or easily accessible areas, and make use of password protection.

· Be wary of unsolicited or suspicious text messages and e-mails, especially those soliciting personal or financial information.

· Avoid following links to suspicious sites contained in text messages and e-mails, particularly those in unsolicited messages.

· Do not open suspicious attachments, especially from unknown sources, or download games or other software from sites you do not trust.

· Take advantage of security features offered on your smartphone. Disable functions such as Bluetooth and WIFI when they are not in use.

